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UP-IQRF loT Baslangi¢ Seti - Boliim 1: IQRF aginizi
olusturun

1.1 loT Gelistirme Setindeki bilesenleri anlama (DS-10T-01)

1. 2. Adimda kullanmak Gzere kutuyu UP karti ile bir kenara koyun (Adim 2: IQRF Ag Gegidinizi Kurun).
2. IQRF teknolojisi bilesenlerini (DS-I0T-01) iceren iki kiglik kutuyu agin.

Up (@5
loT Starter Kit

vy v =

3. Her bir bilesenin temel 6zelliklerini, anahtarlarini ve konektorlerini gdzden gegirin.

1.1.11QRF bilesenleri
iki IQRF kutusunun icinde:

DDC-SE DDC-RE
development kit || development kit
with sensors with relays

IQRF
transceivers

CK-USB
programmer

KON-RASP
adapter

DK-EVAL
evaluation board
with battery

DK-EVAL
evaluation board
with battery

e CK-USB adinda bir gri kutu - programci,

e DK-EVAL adh t¢ kara kutu - kablosuz alici-vericilere glic vermek icin degerlendirme kitleri,

» Ug sensorlii bir DDC-SE gelistirme seti - Dallas termometresi, 151k sensérii ve potansiyometre,
» ki réleli bir DDC-RE gelistirme seti,
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e temel bir IQRF agi olusturmak icin dort IQRF alici-vericisi,

e Bilgisayara CK-USB baglantisi icin bir mikro USB kablosu,
e IQRF alici-vericinin UP kartina baglanmasi icin bir KON-RASP adaptori.

1.1.1.1 CK-USB

Bu gelistirme kiti, IQRF alici vericilerin programlanmasi ve hata ayiklamasi icindir. Bu araci, bir XC3 konektoriine bagh
mikro USB kablosuyla bir bilgisayarin USB baglanti noktasina baglayacaksiniz.

SW1 ve SW2, USB modu segimi ve diger amaglar i¢in kullanilan diigmelerdir. Bununla ilgili ayrintilari burada
bulabilirsiniz:

https://www.igrf.org/products/development-tools/development-kits/ck-usb-04a

$99999955

el 1]

e
<€

aa
o

Uyari: IQRF alici-verici yalnizca kapaliyken SIM konektére takilabilir / ¢cikarilabilir. SIM
SW2 butonu basiliyken konektére giic verilmez. Bir IQRF alici vericisini takarken veya CK-USB'nin SIM konektérinden
cikarirken her zaman basili tutun.

1.1.1.2 DK-EVAL
Bu gelistirme seti, dahili akiimilatorden (batarya) veya harici bir glic kaynagindan, sarj cihazi olarak da kullanilabilen
mikro USB konektorii XC3 ile beslenmektedir. Sarj islemi kirmizi LED3 ile gosterilir. Akii (batarya) sarjli tutulmalidir.
Batarya bosaldiginda sarj islemi 8 saat kadar siirebilir. Bir glic kaynagi genisletme yuvasi kullanabilirsiniz
(https://www.igrf.org/products/accessories/power-supplies/dk-pwr-01) bdylece tiim pilleri bir kerede sarj edebilirsiniz.

TR alici-verici, JP1 atlaticisi(jumper) acik konumda oldugu zaman beslenmektedir.
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SW1, alici-vericinin C5 pinine bagli bir kullanici butonudur. Bir sonraki adimda baglanma(bonding) (bir aga ekleme) i¢in
kullanilacaktir.

SW2 bir Reset butonudur. SW2 diigmesine basildiginda, alici-verici gii¢ beslemesinden ayrilir.

XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1

C5
Cé
Cc7
C8

Swi1

Sw2

JP1

DK-EVAL-04A
v1.01

Uyari: Alici-vericiyi SIM konektoriine takarken veya cikarirken SW2'yve her zaman basiimalidir..

Bu aracla ilgili ayrintilari burada bulabilirsiniz.: https://www.igrf.org/products/development-tools/development-kits/dk-
eval-04a.

1.1.1.3 IQRF Alici-vericisi (Transceiver)

TR-72DAT (IQRF alici-vericilerin, sicaklik sensorii ve yerlesik antenli versiyonu), 868 MHz ve 916 MHz lisanssiz ISM
frekans bandinda calisan bir IQRF alici-verici modili ailesidir. MCU, RF devreleri, entegre LDO regtilatori, seri EEPROM,
sicaklik sensoéri ve yerlesik bir anten iceren kullanima hazir bir tasarimdir.

IQRF
Transceiver

CK-USB veya DK-EVAL uzerindeki SW2 dugmesine (Sifirlama digmesini) bir IQRF alici vericiyi SIM konektoriine
takarken veva cikarirken her zaman basili tutun. IQRF alici vericisini CK-USB veya DK-EVAL'e dogru yonde
bagladiginizdan emin olun (anten SIM konektoriiniin disindadir).
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1.1.1.4 DDC-SE

Sensor gelistirme kiti, voltaj 6l¢lim icin bir potansiyometre, 1sik yogunlugu ol¢limii icin bir foto direng ve bir Dallas 18B20
sicaklik sensori icerir. Dallas 18B20 sensoriinden okuma degerleri segmek icin pin 1 ve 2'yi bir atlatici (jumper) ile
baglayin. DDC-SE'yi sarj olmasi ve degerleri IQRF alici-verici tizerinden okumak i¢in DK-EVAL'e baglayin.

Diger DDC (Gelistirme Papatya Zinciri) kitleri ile uyumludur.

Connect pins
land2to
enable Dallas

Potentiometer
for voltage
measurement

Photoresistor
for light intensity
measurement

Dallas
temperature
sensor

1.1.1.5 DDC-RE

Bir role gelistirme kiti iki bistable (mandallama) rolesi icerir. Bu aleti DK-EVAL'e sarj olmasi icin ve IQRF alici-vericisine de
roleleri kontrol etmek icin baglayin. Diger DDC (Gelistirme Papatya Zinciri) kitleri ile uyumludur.

Two
bistable
relays

1.1.1.6 KON-RASP

Bu, bir IQRF kablosuz alici vericinin UP kartina baglantisi icin kullanilan adaptérdir. Daha detayl olarak aciklanacaktir.
Bolim 2 - IQRF Gateway.

adapter ‘
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1.2 IQRF Agini Yaratin

1.2.1I1QRF IDE kurulumu

Henliz yapmadiysaniz, baslangic paketini www.igrf.org/support/download adresinden indirin ve IQRF IDE'nin son

striimiind yikleyin. inidirelecek iki dosya bulunmakta - IQRF Baslangic paketi ve IQRF IDE. Ayrica IQRF IDE'nin kurulmasi
gerekiyor.

Baslangic paketindeki Example / DPA / loT-Starter-Kit-01 klasoriinde, loT-StarterKit-01-demo dosyasini bulacaksiniz.

(e T3 Y rechnolosy |

Home About  Technology Products Support Sales

Technology for wireless

Connecting devices to |oT via wireless mesh networks

Video tutorials
How to start - 1st design

Application notes
MID cloning
Dow Is

P Basic materials

¥ Brochures

P Operating system

» Development / service SW
¥ Transceivers

» DPA

» Communication protocols
P Gateways

P Routers

» End devices

¥ Development kits

» Development sets

P Accessories

Home » Support » Downloads

Downloads

Search in Downloads Q

Baslc materials

) IQRF Quick start guide

) Pricelist

ED IQRF Startup package, OS v4.03D for TR-7xD

» Archive

Brochures

) IQRF Technical Guide
) IQRF Tech leaflet

) IQRF Low power leaflet

» Archive

Operating system
‘@ IQRF OS v4.03D User's guide for TR-7xD

) IQRF OS v4.03D Ref. guide for TR-7xD

» Archive

Development / service SW

1 1QRF IDE v4.49

LI IQRF IDE Command v1.02

EJ IQRF Code specification and encoder/decoder

@ IQRF USB drivers - Custom and CDC

» Archive » More

Transcelver modules
) TR-72D datasheet
) TR-76D datasheet

DPA

) DPA Framework Technical guide v3.03

Gerekli tim dosyalar ile birlikte IQRF IDE'yi baslatmak icin dosyayi ¢ift tiklayin.

Not: IQRF IDE ortami, Windows 10, Windows 8.x, Windows 7 ve Vista icin test edilmistir. Sanal makinede Windows

<« |[QRF_O5403_7xD » Examples » DPA » loT-5tarterkit-01

o~

Ime

=] 'ReadMe
|Z| DPA-config

| ] DPA-macros_181017.igrfmer
[ ] 1oT-Starterkit-01-demo.igrfpr]

Datum spremembe  Vrsta

[ I S T % ]
(=] (= =]

(K]

8.11. 2018 00:48
. 11, 2018 00:48
. 11, 2018 00:48

8. 11. 2018 00:48

w 0 Preisci loT-5tarterkit-01
Velikost

Besedilni dokument

Dokument XML

Datoteka IQRFMCR 14 KB
Datoteka IQRFPRI 43 KB

kurulumu test edilmemistir ve dnerilmez. IQRF IDE'yi calistirmak icin minimum sistem gereksinimleri asagidaki gibidir:

1 GHz veya daha yiiksek hizda calisan PC uyumlu islemci

512 MB RAM
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e 30 MB of hard disk alani

e 1 USB portu
e Vista, Windows 7 (32 bit, 64 bit), Windows 8.x (32 bit, 64 bit), Windows 10 (32 bit, 64 bit)

e Internet Explorer 7.0 veya Ustili ya da uyumlu diger tarayicilar

1.2.2 IQRF Node'leri (DuUglimleri)

1.2.2.1 Node #1 — sensérlere bagl

CK-USB'deki SW2 diigmesine (Sifirlama diigmesi), IQRF alici vericiyi her takista veya SIM konektoriinden cikarista

basin. CK-USB programlayicisini bilgisayariniza baglayin (asagidaki resimde kirmizi kutu ile isaretlenmistir) ve ilk alici

vericiyi takin.

Sol tarafta, konfiglirasyona cift tiklayin. Secilen kanal 52'yi degistirmeyin, ¢linkii daha sonra aga baglayacaginiz tim

File Edit View Project Programming Debug USB Device Tools Window Help

Dl R Fe | @G DL LA PE | B DD/ oo

Project v 3 X
& IoT-StarterKit-01-demo
) TR Module
-4 TR-72Dx (05 4.030)
+[7] DPa version: 3.0c
- Auto Upload
“..[] RF Programming
=[] Source
002_DDC-SE01.c
O [E] 0C02_BinaryOutput-Template.c
[ & Output HEX
E [ i) Plug-ins
--[] HWP-Coordinator.STD-SPLTxD-V303-181025.1q
--[[] HWP-Node-STD-7xD-\r303-181025.igr

) DPA-configcml
) & Important Files
(5] Cwick_Start_Guide_IQRF_181018.pdf
- [& Tech_Guide_DPA-Framework-303_181025.pdf
/£ IQRF Standard Manuals.url

Terminal

Terminal Mode:  Terminal

=]

- Data to send
0000 H|i2] ooln

[ Auto Repeat

f NADR  PNUM  PCMD

- 1
SPITest  DPA Test
HWPID PDATA
S 00H S FFFR[H S H|~ Send
[0/56]

10 % x100ms

& Macros

~[J Send Macro Directly

Get number of Nodes
Bond new Node

Run discovery

Coordinator | Node | S, Peripheral info | Memories | 1/O pins | Temp, UART, SPI

Get bonded Nodes
Remove bonded Nod~

Set hops

Get discovered Node~
Re-bond Node

DPA params: testing

Authorize bond
Clear all bonds

DPA params: normal

FRC | LED | Autonetwork embedded | IoT Starter KIT

IQMESH Network Manager

Coordinator Address:

2 Cantrol

?.k IQMESH
kg DPA Params
@ sackup
:@ Upload
@ TR Config

% Maintenance

Module ready - communicati

cihazlar varsayilan kanal 52’ye ayarli olacaklar.

= [ Source
-@ [2) 0002_DDC-5E01 ¢
O [ 0C02_BinaryOutput Template.c

[] HWP-Node-STD-TxD-V303-181025 karf
= [ [£] TR Configuration

@ @ DPA-configxml
E & Important Files

[£1 Quick_Start_Guide_IQRF_181018.pa

[5) Tech_Guige_DPA-Framework-303_181025.pdt

5 1QRF Standard Hanuals.url

HWP-Coordinator-STD-SPH-7xD-¥303-181025 i

I Map View

a2 AR NENES

] Table View

1 1 U - re:none

Bonding

Local ~ Remote  Smart

Address: 1 Auto address

Bond Node

Only in Coordinator  Unbond Node

Clear All Bonds

Rebond Node

Discovery

TX power: 5

Max. Node address: 239 -~

Discovery ‘

Nodes Info
’/ Bonded Nodes: 0

SRS RN 12 1G1ESH Network Manager

IS N N

- X

4 control

?.k IQMESH

5y oPa Params

W sackup
Eb Upload

@ TR Config

Run discovery

IQMESH Network Wanager

Coordinator Address: 0

RF channel A: RE0
RF channel B: hzhz

Termination after ~1 minute
Termination by MCU pin
Dual channel
[P mode

Incorrect upload *

[ TR Peripherals

5
Thermometer
£ Moo View .
External EEPROM

Bonding

*Value from 62 to 67 (868 MHz band) alowed only
for TR7xD.

#Value from 189 to 255 (916 MHz band) alowed
only for TR-7xD with IQRF OS 3.08D or above.

*Value 16 (433 Mz band) allowed only for
TR-7xD with IQRF OS 3.08D or above.

* Used at RFPGM only.
* Read only.

[0/56]
\ [ Auto Repeat 10 2 x 100ms
A Macros TR Configuration
[ Send Macro Directly | File: DPA-config AP QR oeaversion: 3+
Coordinater | Hode | 05, Pq 0s HWP W Security Description rKIT
Get number of Nodes - RF RFPGM
Bond new Node RF band 868 MHz  ~ [ enable after resst

{ X power: 5 Max. Node address: 239 =

Default

Download Upload

Discovery

607 peoidn [

g
=
£
g
E
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DPA sekmesinde, bir sonraki adimlardan birinde alici-vericiye Custom DPA Handler yilkleyeceginiz icin Custom DPA

Handler'in (Ozel DPA isleyici') kullanilmasina izin verin.

TR Cenfiguration x
File: DPA-config <:.__| _‘p H hﬂ u Q DPA version: 3.0 v
0s HWP @ Security Description
~ Embedded peripherals - RF
Wit 1o TX power:
EEEPROM THERMOMETER
RX filter:
RAM CuarT
LEDR FRC LP RX timeout:
< RF channel 2nd network: 2
[1se1
Alternative DSM channel: 2
 DPA Interface - Other
UART interface baud rate: (9600 Bd - Custorn DPA Handler
[10 setup
[ node DPA interface
[ Autoexec
[ Routing off
! valid only for DPA 3.03 or higher. [ Allow peer-to-peer
3
See 0S tab note 1, 2, 3. [ stay awake when not bonded *
Default Download Upload Close

Guvenlik sekmesinde, erisim sifrenizi ayarlayabilirsiniz. Ayni erisim sifresinin, aginizdaki koordinator de dahil olmak
Gzere tiim cihazlarda yapilandiriimasi gerektigini unutmayin. Kullanici anahtari istege bagli yik tasima veri sifrelemesi
icindir, ancak bu simdi kullanmayacagimiz bir seydir.

File: DPA-config <;:I _'? H E u Q DPA version: 3. ~

05S HWP & Security Description

] Access [ d

Format: |ASCI -~

Value: |IlIIIIIIIIIIII fc »)

Password strength: Strong 14/16

] User Key

| Format: |ASCII

Value:

| 0/16

‘ ! Blank entry leaves the value default. [J show passwords
For upload only.

Kaydet digmesine tiklayarak ayarlari kaydedin ve kapatin.
Sonra, telsizin DPA protokoliinii ve 6zelliklerini desteklemesi icin Node plugin (DUgum eklentisi) (HWP-Node-...) segin..

E [ [ Plug-ins
|:| HWP-Coordinator-STO-SP-7x0-V303-181025.igrf
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Custom DPA Handler (Ozel DPA isleyicisi), bir alici vericinin davranisini 6zellestirmek icin kullanilir. DDC-SEO1.c Custom
DPA Handler “c dosyasi” nda, IQRF Birlikte Calisabilirlik standardina gore yazilan kaynak kodunu bulacaksiniz. Kaynak

kodunu derlemek icin, Build (Olustur) diigmesine tiklayin veya F10'a basin.

G 1o 01-demo [Edit] - IQRF IDE 4.49
‘gna Edit View Project Programming Debug USB Device Tools Window Help

B LU ¥R, G & DIV LLABDE, €2 DR, e o =1

Project A
& IoT-StarterKit-01-demo

E TR Hodule Terminal Mode: Terminal ~ SPITest  DPA Test

i TR-72Dx (05 4.03D)

1..[] DPA version: 3.xx ] 0002_DDC-SE01 ¢ - Beleznica - o x

0 Auto Upioad Datoteka Uredi Oblika Pogled Pomaé

“.[] RF Programming I// ~
= ] Source /{  Custom DPA Handler code example - Standard Sensors - DDC-SE-81 =

ROl 0002_DDC-SE01.c. 17

C02_BinaryOutput Template.c // Copyright (c) IORF Tech s.r.o.
Os ut HEX 1
[ Plug-ins // File: $RCSFile: @@@2_DDC-SE@L.c,v $
[] HWP-Coordinator-STD-SPLTxD-V303-181025iarf ffl // Version: $Revision: 1.19 §
HWP-Node-STD-7xD-V303-181025.iarf // Date: $Date: 2018/10/25 ©9:51:28 §

=] TR Configuration /7
i-{@) @ DPA-configxml // Revision history:

[ @ Important Files // 2018/18/25 Release for DPA 3.83
.-[21] Quick_Start_Guide_IGRF_181018 paf /7 2017/11/16 Release for DPA 3.82
.[E] Tech_Guide_DPA-Framework-203_151025 pdf // 2017/88/14 Release for DPA 3.81
-4 IQRF Standard Manuals.url "

1
// Online DPA documentation http://www.igrf.org/DpaTechGuide/

// This example implements 4 sensors according to the IQRF Sensors standard

// 1st sensor is on-board TR temperature sensor.

// 2nd sensor is either Dallas 18820 or MCP9882 temperature sensor at DDC-SE-81 board (according to the HW jumper p
// 3rd sensor is light intensity indicator at DDC-SE-@1 board (value range is O[max light]-127[max dark]).

// 4th sensor is potentiometer value at DDC-SE-@1 board (value range is @[left stop]-127[right stop]).

// Default TIQRF include (modify the path according to your setup)
#include "IQRF.h"

// Default DPA header (modify the path according to your setup)

#include "DPA.h"

// Default Custom DPA Handler header (modify the path according to your setup)

#include "DPAcustomHandler.h™ v
< >

Ug dosyanin da segili oldugundan emin olun - DDC-SEO1 CUstom DPA Handler'in (Ozel DPA isleyicisi) HEX dosyasi,
Node donanim profili (Node Hardare profile) ve Configuration (yapilandirma). Secilen dosyalari "Upload (Yukle)
diigmesini kullanarak veya F5 tusuna basarak yikleyin.

|Eile Edit ¥iew Project Programming Debug USB Device Tools Window Help

2 2¥E @ B DIV I LA HE

Project
o IoT-Starterkit-01-demo

= TR Module Terminal Mode: Terminal  SPI Test  DPA Test
o TR-72Dx (OS 4.030)

-.[+] DPA version: 3.xx
-[] Auto Upload
--[_] RF Programming

Data to send
-{' NADR PNUM PCMD HWPID
0000 [H|2! oo(w|= ooln|2! FRFF[H|2

=[] Source

@ [5) 0002_DOC-SE01 o [] Auto Repeat 10 == x 100ms
-0 0C02_BinaryOutput-Template.c
=] Output HEX A Macros

] send Macro Directly

Coordinator | Node | OS, Peripheral info | Memories

HWP-Node-STO-7F=xD-V303-181025.igrf
= TR Configuration Get number of Nodes Get bonded Nodes

..... O] g DPA-config.xml
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Alici vericinin glivenli bir sekilde degistirilmesi icin programlayicinizdaki Sifirla digmesini (reset button) (SW2) basili

tutun. Simdi, bagh alici vericiyi cikarin ve Sensér kitinin yanina yerlestirin.

1.2.2.2 N

XC3

Reset button

ode #2 —rélyelere bagl

ViN
Vout
C2
GND
+3.3V
C1

C5

C6

C7

C8

ikinci alici vericiyi yerlestirin. Configuration ve hardware profile'yi degistirmeyin. Rolye kitini kontrol etmek icin dizayn
edilmis BinaryOutput Custom DPA Handler'i derleyin ve bu ¢ dosyayi ikinci alici-vericiye yikleyin.

File Edit View Project Programming Debug USB Device Tools Window Help

S WY G S DSV LV LAGHE | B DD R oesononienng

Project

& ToT-StarterKit-01-demo
E TR Module
.o TR-72Dx (05 4.03D)

DPA version: 3.xx
i-[] Auto Upload
|:| RF Programming
=[] Source
(@ [£] 0002_DDC-SE0T ¢
0C02_BinaryOutput-Template.c
Qutput HEX
@ 0002_DDC-SE01.hex

=] i Plug-ins
: D HWP-Coordinator-STD-SPH7xD-V303-181025.igrf
HWP-Node-STD-7xD-V303-181025.igrf
=] TR Configuration

@ g DPA-config.xml
=l % Important Files
@f CQuick_Start_Guide_IQRF_181018.pdf
; @ Tech_Guide_DPA-Framework-303_181025.pdf
... # IQRF Standard Manuals.url

1.2.2.3 Node #3 - tekrarlayici
Alici vericinin glivenli bir sekilde degistirilmesi icin programlayicinizdaki Sifirla (Reset) dugmesini (SW2) basili tutun.

TR Configuration

x I

File: DPA-config A PTEHRA u Q DPA version: 3. v
0s HWP @ Security Description =
— Embedded peripherals - RF
EEPROM 10 TX power:
EEEPROM THERMOMETER
= = RX fiter:
RAM CuarT | -
LEDR CJFrRe LP RX timeout:
LEDG RF channel 2nd network: 2
[ se1
Alternative DSM channel: : Autone
;e bo
— DPA Interface — Other E
UART interface baud rate: 9600 Bd Custom DPA Handler all bon
10 setu E
[ Node DPA interface 2 -
[J Autoexec
[J Routing off

L valid only for DPA 3.03 or higher.
% See 05 tab note 1, 2, 3.

[ Allow peer-to-peer
[] 5tay awake when not bonded *

ikinci alici

vericiyi Uclincisiyle degistirin.
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Bu alici-verici yalnizca tekrarlayici olarak ¢alisacaktir, bu nedenle herhangi bir Custom DPA Handler (Ozel DPA isleyicisi)

icermeyecektir. Yapilandirma penceresindeki Custom DPA Handler (Ozel DPA isleyicisi) onay kutusunun isaretini kaldirin.
Burada baska hicbir parametreyi degistirmeyin. Konfiglirasyonu ve Digim (Node) donanim profilini alici-vericiye
yukleyin. HEX dosyasini buraya yiklemeyin.

4% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming
Project

& loT-StarterKit-01-demo

-1 TR Module
& TR-72Dx (OS 4.02D)

SB Device Tools Windc

N ‘?HH u Q DPA version: 3.x v

Upload button

DPA version: 3.01 0s DPA @ Security Description
Auto Upload
L] Auto Uplosd. - Embedded peripheral - RF
{T] RF Programming
= [) Source EEPROM 10 TX power: 7 B
O [) 0002_DDC-SE01.c EEEPROM THERMOMETER —
@® [£] 0C02_BinaryOutput-Template.c RAM [ ] UART 5
= [] &%) Output HEX - .
LEDR ERC LP RX timeout:
(O 0002_DDC-SE01.hex . D u
(® 0C02_BinaryOutput-Template.hex LEDG RF channel 2nd network: 42 3 |°
= (4] §9) Plug-ins [ Isp1 Uncheck the " 2
H HWP-Coordinator-STD-SPl-7xD-V301-1 /J . Custom DPA Handler *
HWP-Node-STD-7xD-V301-170814.iarf ﬁNode hardware profile .
= [T TR Congaranon - LT 1 % -
@ & DPA-config.xmi Configuration J}aud rate: 196008d - || (] custom DPA Handler
| w ; |10 Setup
[ Node DPA interface \ s

1.2.3 IQRF Koordinatoru
Bir alici vericinin gtivenli bir sekilde degistirilmesi icin programlayicinizdaki Sifirla(Reset) digmesini (SW2) basili

tutun. Simdi Giglincil alicl vericiyi gikarin ve koordinator olarak ¢alisacak sonuncuyu ekleyin.

Ayarlar kisminda (Configuration), hizli veri toplama igin kullanilan FRC - Hizli Tepki Komutunu (FRC - Fast Response
Command) etkinlestirin. Bu koordinatoriin bir cevre birimidir, dolayisiyla Dugimlerde (Nodes) etkinlestirmek gerekli
degildi. Koordinatére herhangi bir Ozel DPA isleyicisi yiiklemeyecegiz, bu nedenle Custom DPA Handler'i
etkinlestirmeye gerek yok. Yapilandirmayi kaydedin ve kapatin.

| Fle Edit View Broject Programming Debug USE Device Tools Window Help

Bdd L2 ¥¥ @ A DaBUALAGSHE B DD/ oo o

Project Ll TR Configuration * -
& ToT-StarterKit-01-demo
5 TR Module File: DPA-config 2 P A QB oraversion: 3
¥ TR-72Dx (05 4.030)
DPA version: 3.0 0s HWP @ Security Description | —
Auto Upload - Embedded peripherals - RF
. DD RF Programming EEPROM 0 TX power:
Source
@ 2 oooz_ooe-seon.c EEEPROM THERMOMETER RX filter:
O [£] 0C02_BinaryOutput-Template.c RAM CJuarT =
5[ &) Output HEX LEDR FRC LP RX timeout:
(® 0002_DDC-SE01.hex & LEDG 2
5 ) Plug-ins - RF channel 2nd network:
- [Z] HWP-Coordinator-STD-SPL7xD-V303-181025.Jarf Alternative DSM channel: 2 lAutonetw
[[] HWP-Hode-STD-7xD-V303-181025 iarf B
=] TR Configuration lize bonc
® 1@ DPA-configxml ~ DPA Interface - Other [
5 & Important Files UART interface baud rate: 9600 Bd [ custom DPA Handler Ml bonds
e i I
- [E] Quick_Start_Guide_IGRF_181018 paf 10 setup | p—
5 Tech_Guide_DPA-Framework-303_181025.pdf [ node DPA interface o P
£ QRF Standard Manuals.url uroexec F—
[ Routing off
! valid only for DPA 3.032 or higher. [] Allow peer-to-peer
2
See OS5 tab note 1, 2, 3. [ stay awake when not bonded *
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Koordinatdr donanim profilini (coordinator hardware profile) ve konfiglirasyonunu (configuration) secin ve yiikleyin.

5% loT-StarterKit-01-demo [Edit] - IQRF IDE 4.44
File Edit View Project Programming

el W eE

Project
& loT-StarterKit-01-demo
=/ TR Module
o TR-72Dx (0S 4.02D)
DPA version: 3.01
[] Auto Upload
[C] RF Programming
= [£] Source
O 0002_DDC-SEO01.c
® [9 0C02_BinaryOutput-Template.c
= [] &) Output HEX

JSB Device Tools Wind«
S . Ve

> o x

Upload button

O 0002_DDC-SEO1.hex Coordinator hardware profile
(@ 0C02_BinaryOutput-Template.hex

= |Z] TR Configuration
I@ @ DPA-config.xmi Configuration ’

Artik koordinatoriinliz hazir durumda, bu ylizden koordinatori programlayici araciligiyla bilgisayariniza bagli birakin.

1.2.4 Bonding ve unbonding (baglama ve ¢6zme)

Aga bir node (digiim) eklemek, bonding (baglama) olarak adlandirilir. Bir node (diiglim) agdan kaldirmaksa, unbonding
(c6zme) olarak adlandirilir.

Vericinin givenli bir sekilde degistirilmesi icin degerlendirme kartindaki Sifirla diigmesini (SW2) basili tutun. Hazirlanan
alici vericileri degerlendirme kartlarina yerlestirin ve jumper'larla (atlatici) acik konuma getirin.

L Switch ON with jumper J

IQRF
Transceiver

IQRF alici-vericideki kirmizi LED yanip sonliyorsa, dnceden bonding bilgisi depolanmadigl anlamina gelir. Eger boyle
durum yoksa, node'yi (digiimi) ¢c6zmeniz gerekir. Bunu manuel olarak yapacagiz.
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1.2.4.1 Unbonding (¢6zme)

Bu prosediiri izleyerek node'yi (dGglim) ¢ozebilirsiniz (unbond): degerlendirme kartindaki Sifirla (SW2) ve kullanici
(SW1) digmelerine basin, Sifirla diigmesini birakin, yesil LED 1 saniye boyunca yanar, sondiglinde kullanici diigmesini de
yarim saniye icinde birakin. Kirmizi LED yanip sonmeye baslarsa, diigiminiz basariyla ¢6zilmus demektir.

Step 1

- hold both buttons

XC3

XC1

JP1

Step 2
- release the SW2 button
- green LED lights

XC3

XC1

Step 3
- release the SW1 button as soon
as green LED turns off (within 0.5 s)
- red LED is blinking for 10 s
XC3

XC1

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Cé
c7
c8

JP1 JP1

Ug diigiimii de hazir hale getirdikten sonra, arta kalan baglama bilgilerini koordinatérden silin. IQMESH Network Manager
(IQMESH Ag Yoneticisi) — Control tab (Denetim sekmesi), Clear All Bonds (Tiim Baglamalari Sil) diigmesini tiklayin.

2k Control

IGMESH Network Manager

Coordinator Address:

2 @2 A 1Y R - e none
$ Map View D Table View
~ Bonding
Local Remote  Smart
Address: 1 = Auto address Bond Mode

Only in Coordinator

Unbond Node

Clear All Bonds Rebond Mode

~ Discovery

TX power:

5 = Max. Mode address:

239 Discovery

~ Nodes Info

Bonded Modes: 0

Page 16
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1.2.4.2 Bonding (Baglama)

Simdi kablosuz aginizi kurun. Yeni bir Node istegi icin beklemede olan Koordinatori ¢alistirmak icin "Bond node"

digmesine tiklayin.

File Edit View Project Programming Debug USBDevice Tools Window Help

Badd I FE | &S DIV LLAGDE | | DD R oo -

Project - 1 X
&% IoT-StarterKit-01-demo
= TR Module
| TR-72Dx (05 4.09)
1~ DPA version: 3.03
| [ Auto Upload
*..[]] RF Programming
= [£] Source
i@ [£] 0002_DDC-SED1.c
© [£] 9c02_BinaryOutput-Template.c
[ & output HEX
(@) 0002_DDC-SE01.hex
= [ [ Plug-ins
. [] HWP-Coordinator-STD-5P-7xD-V303-181025 iarf
- [] HWP-Node-STD-74D-V303-181025 iarf
= [ [£] TR Configuration
@ '@ DPA-configxmi
=) & Important Files
@J Quick_Start_Guide_IQRF_181018.pdf
i @J Tech_Guide_DPA-Framework-303_181025 pdf
L. IORF Standard Manuals.url

Terminal

Terminal Mode: Terminal ~ SPITest  DPA Test
~ Data to send
{' NADR PNUM PCMD HWPID PDATA

0000 |1 =) 00/p|= 00n 2l FRFF[H |2

[ Auto Repeat 10 -2 x 100ms

4« Macros

~[1 send Macro Directly
Coordinator | Node | OS, Peripheral info | Memories | IfO pins | Temp, UART, SF1
Get bonded Nodes

Get number of Nodes Get discovered Node~

Bond new Communication in Progress

Run disc¢ = Bonding to address: Auto

FRC | LED | Autonetwork embedd
Authorize bond
Clear all bonds

DPA params: normal

Processing

IQMESH Network Manage

Local Remote  Smart

4,1-3 DPA Params

Address: 1 = Auto address Bond Node

Coordinator Add *1 - File: none
4 control 12 Map View 1] Table View
EL 10MEsH - Bonding

a Backup
;’b Upload

Only in Coordinator ~ Unbond Node Clear All Bonds

Rebond Node

[~ Discovery
TR Confi
a u TX power: 5 Max. Node address: 239 |- Discovery
% Maintenance
Nodes Info
[ Bonded Nodes: 0

Bu on saniyelik periyot boyunca, alici verici, sensor kitiyle alisverise ayarlanmis sekildeyken, degerlendirme kartindaki

User (Kullanici) (SW1) diigmesine basin.

a Macros

~[] send Macro Directly

Coordinater | Node

0S5, Peripheral info

Memories | I/O pins | Temp, UART, SP1

FRC | LED | Autonetwork em

" Assigned address: 1

Get number of Nodes Get bonded Nodes Get discovered Node~ Authorize bond
Bond Communication in Progress Clear all bonds
Run di '| | pra params: normal

Ak Control 12 Map View ] Table View
f’-".k IQMESH Bonding
Local Remote Smart
,,b DPA Params
Address: 2 Auto address Bond Mode

@ Backup
% Upload

Only in Coordinator Unbond Node

Clear All Bonds

Rebond Node

Discovery
@™ TR Config [
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Rolyelerle 2 numarali node olarak iletisim kurmak igin, ayni metodu izleyerek, Custom DPA Handler'i alici vericiye
baglayin (bond). Son alici verici 3 numara olarak baglanacaktir (bond).

IQMESH Ag Yoneticisi penceresinin Ustlindeki Yenile diigmesine (yuvarlak oklar) tiklayin. Ardindan mevcut ag1 Harita
Goriniimiinde (Map View) gorebilirsiniz.

IGMESH Metwork Manager

Coordinator Address: 0 > (F) ¥ @, @ @, 1|5 T H - rie:none L= IR

k. Control $ Map View D Table View
Zones: 0 Bonded Nodes: 2 Discovered Nodes: 0 View: VRN ~ [ Selective FRC

Zone

I Documents . CATS Service Tools B Terminal Log $ IGMESH Network Manager

1.2.5 DDC kitlerini ekleme
1 numaral diglimi sensor kitine ve 2 numarali digumu réle kitine baglayin. Dallas sicaklik sensoriini segmek igin
sensor kitindeki 1 ve 2 pinlerini atlatici (jumper) ile baglayin.

Connect pins
land 2to
enable Dallas

Page 18



"
‘e L

- Erasmus-+

1.2.6 Bulma

Simdi digumleri son hedeflerine yerlestirin ve bulma islemini (discovery) g¢alistirin. Bulma (discovery), agin yénlendirme

topolojisini otomatik olarak kurar.

ICKMESH Network Manager

Coordinator Address: 0 =
2 Control 35 Map View
E - .
IQMESH Bonding
Local Remote
% DPA Params
Address: 3

Communication in Progress

" Discovery (Discovered Modes: 2)

Auto address

Smart

Bond Node

Only in Coordinator

Unbond Node Clear All Bonds Rebond Node

239

Max. Node address: Discovery

~ Discovery
TR. Confi
@ 9 TX power: 3
\\3 Maintenance
~ Nodes Info
Bonded Nodes: 2

4. CATS Service Tools B Terminal Log

Bi Documents

<],2>

Harita Goriiniimiinii (Map View) tekrar kontrol edin. Bulunan digimlerin (node) sanal yonlendirme adresleri mvcuttur

ve mavi renkle isaretlenmistir.

IGMESH Metwork Manager

Coordinator Address:

m Map View D Table view

Bonded Nodes:

L control

Zones: 1 2  Discovered Nodes:

Zone

vice Tools B Terminal Log

Bi Documents % CATS S

- S NCNIERE . 3 - pr—

HHA 2 ®

1 x

2 View: VRN

e

[J Selective FRC
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1.2.7 Kablosuz iletisimi test edin

1.2.7.1 Terminal logu
IQMESH Ag yoneticisinin yanindaki IQRF IDE'nin altinda bulunan Terminal loguna girin ve mevcut logu silin.

Terminal Log + 0 x
View: [ LastRecord | Marker | Separator: [Horizontal [ Vertical Data Displaying NN #
| une | Time | Remx| Lengtn | Data HEX DPAMe... | Error NADR PNUM PCMD |
1 [22:07:09.270 | Rx 20 00. 00. FF. 3F.00. 00. 80.00.02. 03. 00. FD. 26. 00. 00. 00. 00. 00. 00.01. Asynchronou Ox00 Coordinator| OxFF Peripheral enumeration 0x3F Peripheral enumeration
2 00:25:06.837 Rx 20 00. 00. FF. 3F.00.00. 80.00.02. 03. 00.FD. 26. 00. 00. 00. 00. 00. 00. 01. Asynchronou Ox00 Coordinator| OxFF Peripheral enumeration 0x3F Peripheral enumeration
3 00:25:32.537 Rx 20 00. 00. FF. 3F.00. 00. 80.00.02. 03. 00. FD. 26. 00. 00. 00. 00. 00. 00.01. Asynchronou Ox00 Coordinator| OxFF Peripheral enumeration 0x3F Peripheral enumeration
4 00:25:42.333 Rx 28 00.00. FF.3F.02.00. 80.00.02.03.01.FD. 26. 00.00.02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
5 |00:26:40.843 Rx 28 00. 00. FF. 3F.02.00. 80.00.02.03. 01.FD. 26. 00. 00. 02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0x00 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration
& 00:31:23.512 Rx 28 00. 00. FF.3F.02.00. 80.00.06.03.01.FD. 26.00.00.02.00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou CRCS 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
7 00:31:38.734 Rx 28 00.00.FF.3F.02.00.80.00.02.03.01.FD.26.00.00.02.00.01.00.01. 00. 00. 00.00. 0 Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
8 00:31:56.953 Rx 28 00.00. FF.3F.02.00. 80.00.02.03.01.FD. 26. 00.00.02. 00. 01. 00. 01. 00. 00. 00. 00. 0 Asynchronou 0x00 Coordinator| 0xFF Peripheral enumeration| 0x3F Peripheral enumeration
9 |00:32:16.592 Rx 28 00.00. FF.3F.02.00. 80.00.02.03.01.FD.26.00.00.02.00.01.00.01.00.00.00.00. 0 Asynchronou 0x00 Coordinator| OxFF Peripheral enumeration| 0x3F Peripheral enumeration
10 01:33:15.701 Rx 20 00. 00. FF. 3F. 00. 00. 80.00. 03. 03. 00. FD. 26. 00. 00. 00. 00. 00. 00. 01. Asynchronou Ox00 Coordinator| 0xFF Peripheral enumeration 0x3F Peripheral enumeration
B Documents % CcaTs e Tools ESRCGIEIREE 5 I0MESH Network Manager

1.2.7.2 Makrolar

loT Baslangig Kiti makro sekmesinde, Baslangig Kitinde kullanilan Custom DPA Handler (Ozel DPA isleyicileri) icin

komutlar iceren hazir makrolar vardir.

Genellikle, Gst paneli manuel olarak yeniden boyutlandirmaniz gerekir, aksi halde komut diigmelerinden hicbiri
goriinmez. Bir komut diigmesine basildiktan sonra Gonder (Send) diigmesine basmaniz gerekir veya Makroyu
Dogrudan Gondermek igcin makro penceresindeki onay kutusunu segebilirsiniz.

Bir numarali node'ye (digiime) bagli sensor kitindeki tiim duyusal verileri okumak icin komutu iceren ilk makroyu
segin.

Terminal

Terminal Mode: Terminal  SPITest  DPA Test

Data to send
- NADR PNUM PCMD HWPID PDATA
0000 | H = 00| = 00 H - FFFF H =

[] Auto Repeat 10 -2 % 100ms

4 Macros

~[] send Macro Directly

Coordinator | Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI | FRC | LED | Autonetwork embedded IoT Starter KIT

SE-all-data FRC-temperature 2B FRC-photoresistor FRC-potentiometer
RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on
RE1-on RE1-off RE1-on 1s RE2-on 25
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1.2.7.3 DPA paket pargalari
DPA paketinin ayri parcalarini bilmenizde fayda var. ilk bélim, iletisim kurmak istediginiz node'nin (diglimiin) ag

(mantiksal) adresidir(network (logical) address). Burada sensér kiti bulunan diiglime (node) karsilik gelen 1
numarall mantiksal adresi kullaniyoruz.

5E, Standart sensor ¢evre biriminin (Standard sensor peripheral) onaltilik gésterimidir. Cevresel komut alanindaki 01
sayisl, sensor tiplerini ve degerlerini toplama komutuna karsilik gelir. Donanim profili kimligi alanindaki FF.FF, donanim
profili filtrelemesi olmadigini gosterir.

PDATA alaninda, belirli bir diiglimle iletisim kurmak istediginiz maksimum 32 sensoérden olusan bir bitmap vardir.
Burada mevcut tim sensorleri okumak istiyoruz.

Terminal

Network
(logical)

Peripheral Hardware Bit map of

S
_____4

command profileID | | max 32 sensors
HWPIL
21| FrrF| R |2 |FF.FF.FFFF.
X 100ms

Komutu gonderin (send) ve devam eden iletisimi Terminal Log'da gorin.

Terminal >~ o x

Terminal Mode: Terminal  SPITest  DPA Test Send the
Data to send command
{NADR PNUM PCMD  HWPID PDATA
0001 H|2 SE[H|S 01|H|2l FFFF|H (2] FRFFFFFF. Ongoing E m X%
[] Auto Repeat 10 -3 x 100ms communication
Terminal Log v 3 Xx
View: [LastRecord  Marker | Separator: [JHorizontal []Vertical | [] Data Displaying b 4
Line Time Rx(Tx | Length Data HEX | pPAMe... | Eror | NADR | PNUM | PCMD |
A 1 08:02:02.889 AE] 10 01.00.5E.01.FF.FF.FF.FF.FF.FF. Request 0x01 Node 1 OxSE Standard Sensor 0x01 Read sensors with types
2 |08:02:02.893 Rx 11 01.00.5E.01.FF. FF.FF.00.01.04.01 onfirmatior x01 Node XSE Standard Senso 0x01 Read sensors with type:
3708102103026 RX 1801700, 5. 81,02, 00.00. 56, 01. 73. 01, 01. 68, 01 81,69, 8L, 7F; Response 001 Node 1~ OXSE Standard Sensor Ox81 Read sensors with types
I

Not: DPA protokoli burada ayrintili olarak agiklanmistir:
https://www.igrf.org/support/download&kat=54&ids=511.
IQRF Standart el kitabi burada mevcuttur: www.igrfalliance.org/techDocs/.
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1.2.7.4 Paketiinceleyin
Sensor verilerinin ayrintilarini gérmek icin yaniti gift tiklayin. Paket Inceleyicisinde (Packet Inspector), IQRF Birlikte
Calisabilirlik Standardina gore bireysel sensorler ve sensor tipleri tarafindan o6lclilen degerleri gorebilirsiniz..

Packet Inspector v+ 0 X

LastRecord: [ |Any [ |Tx [JRx
_—
= Mode:DPA, Line: 3, Rx

Date: 07.11.2017
Time: 08:02:03.026
Length: 18

Version:  3.xx

= Protocok DPA ( Response )
NADR: 0x0001 00001 ( Node )
PNUM: OxS5E 094 (Standard Sensor)
PCMD: 0x81 129 (Read sensors with types )
HWPID: 0x0002 00002 ( Microrisc s.r.o, DEMO_DDC_SEO1)

ErrN: 0x00 Types and
DPA value: 0x56 values of
=l PDATA[10] sensors
[0] 0x01 00 Sensor[0] Temperature
[11 ox73
[21] ox01

[3] 0x01 001 (Data[3])

l Sensor{0] 23.2 °C l
Sensor{1]| Temperature
[4 ox68 104 (Data[4])
[S] ox01 001 (Data[s]) | sensor{1]22.5°c |
[6] 0x81 129 (Data[6]) Sensor| 2] Binary Data7
..[71 o0x69 105 (Data[7]) I Sensor[2] 105 I
- [8] 0x81 129 (Data[8]) Sensor| 3] Binary Data7
‘.[8] Ox7F 127 (Data[9]) I Sensor{3] 127, I

# Data: [18] .

Agda ayni tipte daha fazla sensériniz varsa, FRC'yi (Hizh Yanit Komutu) kullanarak bir kerede 6l¢tlen degerleri
toplayabilirsiniz. Makrolarda, sicakliklari, fotorezistorlerden gelen isik yogunlugunu ve potansiyometre degerlerini
toplamak igin ti¢ FRC komutu hazirlanir.

Packet Inspector v 0 X Terminal
LastRecord: [Fany [JTx [JRx
T Mo A it s R Mode: Terminal SPITest DPA Test
Date: 07.11.2017 Data to send
T Dozme f NADR PNUM PCMD  HWPID PDATA

Length: 64

0000 H 5 OD WY S 00 4 o FFFF/H < EO0.5E.01.00.00.
Version:  3.xx = = = =

= Protocol: DPA (Response ) [ Auto Repeat 10 -2 x100ms
NADR: 0x0000 00000 ( Coordinato! N\
PNUM: ©OxOD 013 (FRC) FRC
PCMD:  0x80 128 (Send) response 4 Macros

HWPID:  0x0000 00000 ( General
ErrN: 0x00 000 (Erorno)
DPA value: 0x56 086

=\ PDATA[56]
[0] ©x07 007 (FRCStatus)

macros

detail [J Send Macro Directly

C ED, PWM | Autonetwork embedded IoT Starter KIT

Coordinator | Node | 0S, Peripheral info . Memories = /O pins | Temp, UART, SP!
SE-all-data I FRC-temp 28 FRC-ph i FRC-p

[1] ©x00 000 (FRCData[0])
[ 0x00 000 (FRCData[1]) RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off RE1-off,RE2-on
[3] ©Ox70 112 (FRCData[2]) Node[1]
[ ©OxB1 129 (FRCData[3]) Node[1]  23.0°C RE1-on RE1-off RE1-on 1s RE2-on 25
[] ©x01 001 (FRCData[4]) Node[2]
[(] ©x00 000 (FRCData[s]) Node[2]  FRCnotimp
[71 ©x01 001 (FRCData[6]) Node[3]
[B] ©x00 000 (FRCData[7]) Node[3]  FRCnotimp
(8] ©0x00 000 (FRCData[s]) Node[4]
[10] Ox00 000 (FRCData[d]) Node[4]  No FRC resp (ISR
Eg m m E:i x:ﬁﬂ ; ::::{:; norrCresp [ Vo EllastRecord iaier | Separator: [Jiorizontal (] vertcl Data Displaying FRC
[13 0x00 000 (FRCData[12]) [fNode[6] | tine |  Tme | RuTx| Length Data HEX response Error
[14 0x00 000 (FRCDawa13]) [INodels] NoFRCresp 1 08:02:02.889 Tx 10 "01.00. 5E. OL.FF. FF. FF. FF. FF.FF. Request
2 | 08:02:02.893 Rx 11 01.00.5E.01.FF.FF.FF.00.01.04.01. Confirmation
(15 R 000 (FRCData14]) gNodel7] 3 08:02:03.026 Rx 18 | 01.00.5E.81.02.00.00.56.01.73.01.01.68.01.81.69. 8§ Response
[16] ©x00 000 (FRCData[15]) [INode[7] Mo FRC resp -
[17] ©0x00 000 (FRCData[16]) Node[8] I 5 |08:02:28.654 Rx 64 | 00.00.0D. 80.00.00.00.56.07.00.00.70. 81.01. 00. 01. 00. 00. 00. 00. 00. 00. 00. 00. OC Response I
[18] OXx00 000 (FRCData[17]) No FRC re
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Burada hazirlanan diger makrolar, réle kitindeki iki réleyi kontrol etmek igin kullanilir. Bireysel komutlari test edebilir ve
devam eden kayitlari terminal giinligiinde inceleyebilirsiniz. Her sey yolunda giderse, rélelerinizi tiklamgerekir.

Terminal

Terminal Mode: Terminal SPI Test DPA Test

- Data to send
-{' NADR PNUM PCMD HWPID PDATA
0002 |H|'2! 4B/H|2 o00|H |2 FFFF|H|2! 0C.00.00.00.01.00.

[] Auto Repeat 10 -2~ x 100ms

-

A Macros

-0 send Macro Directly

Macros for
Coordinator | Node | OS, Peripheral info | Memories | I/O pins | Temp, UART, SPI etwork embedded IoT Starter KIT
relays control
SE-all-data FRC-temperature 2B FRC-photoresistor
RE1-off,RE2-off RE1-on,RE2-on RE1-on,RE2-off REl-off,REZ-oE l
RE1-on RE1-off RE1-on 1s RE2-on 2s

1.3 Degerlendirme kartinin durumu (DK-EVAL))

Degerlendirme karti DK-EVAL sarj edilmis ve acik konumdaysa (JP1 jumper (atlatici) ayarliysa) ve diigmeye (SW1 veya SW2)
basarsaniz, uygun kirmizi LED (LED1 veya LED2) yanar. Aksi takdirde DK-EVAL sarjsiz demektir.

LED3 sarj sirasinda yanar ve tamamen sarj oldugunda kapanir.
XC3 XC1

VIN
n.c.
Cc2
GND
VBAT
C1
C5
Ccé

c7
c8

JP1

DK-EVAL-04A
vV 1.01

Aginizi kurdugunuzda, DK-EVAL icindeki akiimilatoriin (batarya) besleme voltajini géstermek icin IQRF IDE ortaminin
ozelliklerini kullanabilirsiniz.
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IQMESH Ag Yoneticisi'nde Segilen islemi gergeklestir(Perform selected operation) menisiini indirmek igin oku
tiklayin ve Numaralandir (Enumarate) 6gesini secin. Ardindan komutu uygulamak i¢in yandaki digmeye basin. Aginiz
numaralandirilacak, diglimlerden (node) ayrintili bilgi istenecek.

Tablo Goriiniimii (Table View) sekmesinde, aginizla ilgili tim ayrintili bilgileri bulacaksiniz. Besleme Gerilimi (Supply
Voltage) siitununda, DK-EVAL panellerinin igindeki aki (pil) hakkindaki bilgileri bulabilirsiniz. Eger renk kirmizi ise
(besleme voltaji 2,9 V'tan az olmasi durumunda), DK-EVAL sarj edilmelidir.

IQMESH Network Manager

- . - ) @) (=) d| |2 . - o B |
conmeror s+ > @ 9 2, R, 2|13 |5/ Th R - rcoune LR
4 control f1 Map View [ Table view Run Discovery
Network Information fre | O Poll Nodes Hwe HWP Update
Address VRN Zone Discovered  Accessible Respt @® Enumerste Version State  Version RSST Supply Voltage
0 - - - [ - | © sendFRC from DPA Test Terminal - 3 2 2 130 dEm 3,00 2N
2 B o v 5 _ J (O SendPacket from DPA Test Terminal as Acknawledge Broadcast - its 5 5 5 5 B B
il N 5 v . B . (O sendPacket from DPA Test Terminal as Acknowledge Broadcast - Bytes
()| Send FRC Read temperature

1.4 Ozet
IQRF aginizin ¢alicalisir durumda ve IQRF IDE tarafindan kontrol edilir. DDC-SE ve kontrol rélelerinden duyusal verileri
topladiginizdan emin olun. — bakiniz bélim 2.7.

Bir sonraki adim, UP kartinin bir IQRF Gateway olarak calismasini saglamaktir. Ag gecidinin kurulumu ve yapilandirmasi,
Bolim 2 — IQRF Ag gecidi'nin konusudur

Fikirlerinizi paylasmak ve baskalarinin yardimiyla sorunlarinizi cozmek icin: IQRF Forum.
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UP-IQRF loT Baslangic Kiti - 2. Bolum: IQRF Gateway'inizi
(Ag gecidinizi) kurun

Bu kilavuz UP karti icin hazirlanmistir, ancak kiictik degisikliklerle ayni islemi diger Linux bilgisayarlarda da
kullanabilirsiniz. ilk &nce, UP kartina bir isletim sistemi kuracagiz. Ardindan temel hizmetleri kurup ve yapilandiracagiz.
Ve son olarak verileri okuyacagiz ve UP-IQRF loT Baglangig Kitinin bir pargasi olan gelistirme kitlerini kontrol edecegiz.

2.1iSletim Sistemi

2.1.1 Ubilinux kurulumu
Linux kurmak icin, en az 4 GB kapasiteye sahip bir USB flash sirlcd, bir klavye, bir fare, bir HDMI kablosu bulunan bir
monitor ve Ethernet agi baglantisi gerekmektedir.

UP kartiigin Ubilinux 4.0 "1 indirin ve diskinize kaydedin.

UBILINUX 4 FOR UP BOARD

bian Stretch, 5 now avallabie for UP, UP2 and

UPCore e rich, powerful and versatile Intel boaed that

will aliow both ahers and professionals 10 quichkly develop new projects
and industrial spplcations. The boards are available to purchase through
the UP Shop jJon our UP Community 10 gain access 1o techmics
documentation and support. You can also download the ubiinux image

from here and install it using these installation instructions.
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Ardindan, isletim sisteminin goriintlstni bir USB flash bellege yazmak i¢in Etcher yazilimini indirin ve yikleyin.

Etcher'i baslattiktan sonra, isletim sisteminin gérintisiini segin ve yliklemek (burn) icin USB flash strlclnizi segin.
© Etcher = X

© — AR

ubilinux-...r-4.0.iso Verba...evice

“ETCHER

Goruntiyd USB flash siriciye yazdirdiktan sonra, UP kartina baglayin. Monitoriiniiz, klavyeniz ve fareniz zaten bagh
olmali.

.

(@@ne!
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IQRF SPI kartini (adaptorind) UP kartinin bashiginin ortasindaki GPIO pinlerine baglayin (buraya koordinatori suan icin

eklemeniz gerekmez) ve agik konuma getirin.

isletim sisteminizi UP kartiniza dnceden yiiklediyseniz, baslangicta F7 tusuna basin ve USB flash siiriiciiden dnyiiklemeyi

secin. UP kartinizda hicbir sey yoksa, ylikleme otomatik olarak baslar.

select boot device:
Android-IA

ubilinus
UEFI: “er

batimStore n Go
Enter =

metupn

\USB 3PHAP, F

T and 1 to move selection

ENTER to select boot device
ESC to boot using defaults

artition 1
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3 | Lo i
Caleulating bi

Total Time:
Sume i ng ... 0]
Fartclone
Cloned =

ooy o 000200 20 1: 18 ‘v B i 39.81HBsmin,
total
., Rate:

ully restored the image (-] to the device (sdevsdisksby-partlabelsESF)
rtclone.org

to device (Adevsd isk .-'|'||_| pa et labe ]l sront )
wait. domet

GHAsmim,
tovka l
. Bate:

ully restored the image (=) to the device (sdevsdisk-by-partlabel root)

J4. 5Ys ten HO . .1 total

isletim sistemi kurulduktan sonra, UP karti kapanir. Ardindan, USB flash siiriiciiyii ¢cikarin, UP kartini Ethernet agina

baglayin ve tekrar agin.
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2.1.2 UbiLinux'un Glincellenmesi

Bu noktada, isletim sistemini zaten kurduk. Varsayilan sifre ile — ubilinux - giris yapin.

Tuesday, December 12, 2017 vBLmux
[ ]

Select your user and enter password

isletim sistemini giincellemeliyiz. Giincelleme komutunu kopyalayin ve terminale yapistirin.

sudo apt-get update && sudo apt-get -y full-upgrade

Accessories »
€ Education »
¥ Graphics »
& Internet »
B office »

= sound & Video  »

_4 System Tools ’:\Terminal

Preferences » . QTerminal drop down
@ About LXQt Root Terminal

™) Leave »
= Lock Screen

Search...

lly sends some data to Mozill
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Varsayilan sifreyi girin - ubilinux kullanicisi icin "ubilinux".

File Actions Edit View Help
ubilinux@ubilinux4: ~ €
ubilinux@ubilinux4:~$% sudo apt-get update && sudo apt-get full-upgrade -y

We trust you have received the usual lecture from the local System
Administrator. It usually bcoils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type,
#3) With great power comes great responsibility.

[sudo] password for ubilinux: I

2.2 MQTT Broker

2.2.1 MQTT Broker Kurulumu
MQTT Broker'i bu komutu kullanarak kurun.

sudo apt-get install -y mosquitto mosquitto-clients

2.2.2 MQTT Broker'in galistigini teyit edin
MQTT Broker'in ¢alistigini dogrulayin.

systemctl status mosquitto.service

ubilinux@ﬁbiliﬁﬁx4:~n systemctl status mosquitto.service
@ mosquitto.service - LSB: mosquitto MQTT v3.1 message broker
Loaded: loaded (/etc/init.d/mosquitto; generated; vendor preset: enabled)

Active: active (running) since Tue 2017-12-12 18:22:07 UTC; 13s ago
Docs: man:systemd-sysv-generator(8)
CGroup: /system.slice/mosquitto.service
L-11771 /usr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

2.3 IQRF Gateway Daemon

2.3.1 IQRF Gateway Daemon kurulumu
IQRF Gateway Daemon'u yikleyin. Terminale girmeniz gereken dort komut vardir. Kurulum siiresi cogunlukla internet
baglantinizin hizina baghdir.

sudo apt-get install -y dirmngr
sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys 9C076FCC7AB8F2E43C2AB0E73241B9B7B4BD8FSE
echo "deb http://repos.igrfsdk.org/debian stretch stable" | sudo tee -a /etc/apt/sources.list.d/iqrf-daemon.list

sudo apt-get update && sudo apt-get install -y iqrf-daemon
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2.3.2 IQRF Gateway Daemon'un ¢alistigini teyit edin
IQRF Gateway Daemon'un calistigini dogrulayin. Listeden ¢ikmak icin Q diigmesine basin.

systemctl status iqrf-daemon.service

lubilinux@ubilinux4:~$ systemctl status iqrf-daemon.service
® iqrf-daemon.service - IQRF daemon iqrf_startup

Loaded:
Active:

Main PID:
Tasks:
CGroup:

loaded (/lib/systemd/system/iqrf-daemon.service; enabled; vendor preset:

active (running) since Tue 2017-12-12 18:23:37 UTC; 16s ago
13048 (iqrf_startup)

11 (limit: 4915)

/system.slice/iqrf-daemon.service

L-13048 /usr/bin/iqrf startup /etc/iqrf-daemon/config.json

2.4 IQRF Gateway Daemon WebApp

2.4.1 IQRF Gateway Daemon WebApp Kurulumu
Simdi IQRF Gateway Daemon yapilandirmasi icin web uygulamasini kurun. Komutlari birbiri ardina kopyalayip yapistirin.

cd /home/ubilinux

git clone https://github.com/igrfsdk/igrf-daemon-webapp.git

cd igrf-daemon-webapp/install/

sudo python3 install.py -d debian -v 9

2.4.2 IQRF Gateway Daemon WebApp'in calistigini teyit edin

Web tarayicinizda UP kartinda bir localhost adresi yazarak web uygulamasinin galistigini dogrulayin. Admin olarak "iqrf"
sifresi ile giris yapin.

http://localhost/en

Sign in | IQRF Gateway - Mozilla Firefox

Sign in | IQRF Gateway x|+

& ® | localhost/sign/in Search wBe $§$ & O =

IQRF Gateway Dashboard Language « Sign in

Signin

Username:

L admin
Password:

Remember me

TRACY [i123.8ms Signin [Hitranslations

enabled)
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2.5 SPI Arayuzu

2.5.1 IQRF SPl araylzinln yapilandiriimasi

Simdi IQRF agina baglantiyi SPI arayiizii lizerinden yapilandirin. Yapilandirma (configuration) menisiinde IQRF arayiiziine
(IQRF interface) tiklayin, ardindan mevcut SPI arayiiziine tiklayin (asagidaki resimde 1 numara ile isaretlenmistir) ve
kaydet (save) digmesine tiklayarak konfiglirasyonu kaydedin.

http://localhost/en/config/iqrf

IQRF Gateway Dashboard Sateway « Configuration « ervice JRF Net « ouds

Main configuration
Tracer Hle
Dashboard (QRF rterface
inNLenac
MQTT interface
MQ interface

Gateway

Show information about gateway

Configuration Scheduler
Edit configuration Base sernvices

IQRF App
Service

Control daemon service

IQRF Net

control IQRF network

Clouds

Control cloud services,

IQRF interface

IRF imterface

e P

DpaHandler Timeout

ComrmunicationMode

|3
Available interfaces

SPI

fdewspadev? 0
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2.5.2 IQRF Gateway Daemon'un yeniden baslatiimasi
Servis (service) meniisiinde Yeniden Baglat'l (restrat) tiklatarak IQRF Gateway Daemon'u yeniden baslatin. Burada,

daemon'un yeniden baslatildigini gorebilirsiniz.

http://localhost/en/service

IQRF Gateway Dashboard ateway - RF MNet - ids

Service

Start

Start IQRF Daemon service,

Stop

Stop IQRF Daemon senvice,

Restart

Restart IQRF Ugemon senvice

Status

Get status of IQRF Daemon sernvice,

2.6 Node.js

2.6.1 Node.js kurulumu
Node.js'yi kurun. Bu, teker teker kopyalayip terminale yapistiracaginiz bir dizi komutla yapilir.

cd /home/ubilinux

git clone https://github.com/igrfsdk/iot-starter-kit.git

cd iot-starter-kit/install 4 Sifre olarak "ubilinux' girin

sudo cp etc/Isb-release-debian /etc/Isb-release

sudo apt-get install curl

curl -sL https://deb.nodesource.com/setup_6.x | sudo -E bash -

sudo apt-get install nodejs

sudo cp etc/lIsb-release-ubilinux /etc/Isb-release
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2.7 Node-RED

2.7.1 Node-RED kurulumu

Simdi Node-RED'i yiikleyin. Hazirlanan iki komutu kopyalayin ve terminale yapistirin.

sudo npm install -g --unsafe-perm node-red

sudo npm install -g pm2

2.7.2 Node-RED'in baslatiimasi
Node-RED'i bu iki komutla galistirin.

cd /home/ubilinux

pm2 start /usr/bin/node-red

2.7.3 Node-RED gosterge paneli eklenmesi
Node-RED gosterge paneli ortami olusturun.

UP kartinin internet tarayicisinda, port 1880 ile localhost adresini girin ve meniiden Paleti yonet (Manage palette) 6gesini
secin. Node-red-dashboard'i bulun ve kurun.

http://localhost:1880

User Settings

Install
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2.7.4 1oT-Starter-Kit akisinin ¢alistiriimasi

UP-IQRF loT Baslangig Seti icin hazirlanan 6rnegi ¢alistirin. Elde edilen veriler gésterge tablosunda goriintiilenecek ve iki

role diigmeler kullanilarak kontrol edilebilecek.

cd /home/ubilinux/iot-starter-kit/install
cp up-board/node-red/* /home/ubilinux/.node-red

pm2 restart node-red

2.7.5 Node-RED'in yeniden baslatmadan sonra ¢alismasina izin verilmesi

Node-RED'i, UP kartini actiktan sonra otomatik olarak baslayacak sekilde ayarlamak i¢in, bu hazir komutlari kullanin.

pm2 save
pm2 startup

sudo env PATH=SPATH:/usr/bin /usr/lib/node_modules/pm2/bin/pm2 startup systemd -u ubilinux --hp
/home/ubilinux

2.7.6 Node-RED'in c¢alistiginin dogrulanmasi
Node-RED'in galistigini dogrulayin.

systemctl status pm2-ubilinux

ubilinux@ubilinuxd:~/iot-starter-kit/installs systemctl status pm2-ubilinux
pm2-ubilinux,servi - PM2 process managel

Loaded: fsystem/pm2-ubilinux.service; enabled; vendor preset:

Active: active H‘lmn:i.ng} since Tue 2017-12-12 18:36:38 UTC; 12s ago

Docs: :f/pm2. keymetrics. io/
Main PID: 2 4 (PMZ God)
CGroup: / m. 5 Li 2-ubilinux.service
0: God Daemon (/home/ubilinux/.pm2)

2.7.7 Node-RED gosterge tablosunun kontrol edilmesi
Simdi IQRF agini UP kartina baglamaniz gerekir.

enabled)

Uyari: IQRF alici-verici, yalnizca kapali durumdayken IQRF SPI karti (adaptér) iizerindeki SIM konektére takilabilir /

cikarilabilir. Henliz yapmadiysaniz, IQRF koordinatériinii IQRF SPI kartina takin ve UP kartini agin.
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Yerel ana bilgisayar adresindeki gbsterge panelini 1880 / ui baglanti noktasi ile kontrol edin. IQRF aginizi sensér ve
role kiti hazir durumdaysa, 6l¢lilen degerleri gosterge tablosunda gorebilir ve réleleri agip kapatabilirsiniz.

http://localhost:1880/ui

2.7.8 Node-RED akisinin kontrol edilmesi

Localhost adresinde -1880 numarali baglanti noktasinda- Node-RED yonetim ortami akislarinizi ve gosterge
tablolarinizi diizenlemek igin kullanilabilir.

http://localhost:1880

NodeRED - Mozilla Flrefox

wgect il
catch
status Information
bk Senzor KR 3s & — Req sensor std S [SOMLOIQRF
J
matt -
Nip
wabsocket
S Switch 1 ON \]
WS / conven —E- STD binary ou
|
Swich 1 OFF J
+ output /
LMoy,
u 3 h ~
U / Swech1ON
{
bk / p— COmvert - STD binary oy
/ )
matt // Swech 1 OFF
_—
mp e switch
\
websocket \ Swich 1 ON 1
tep \ \ COnvernt -—( STD binary ©
ke —e :
Firef SO * me da oM a » an Improve P

Choose What | Share x
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2.8 Islevselligi test edilmesi

2.8.1 DPA Paketi gonderilmesi

IQRF agini web uygulamasindan kontrol edilip edilemedigini dogrulayin. IQRF Net menisiinde Send DPA Packet (DPA
Paketini Gonder) secenegine tiklayin ve herhangi bir komutu segin (burada koordinatordeki kirmizi LED'i agmak gibi).
Ayrica komutu da degistirebilirsiniz.

http://localhost/en/iqrfnet/send-raw

IQRF Gateway

Send DPA packet

DPA packet

ot Own DPA Umeout

DPA timeout (ms)

Macros

Komutun isleme alindigini kolayca kontrol edebilirsiniz.
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2.8.2 Node-RED ve IQRF Gateway Daemon arasindaki JSON mesajlarinin incelenmesi.
Node-RED ve IQRF Gateway Daemon arasinda ¢alisan JSON formatinda DPA komutlarini kontrol edin.

Tim JSON DPA RAW isteklerini Dinle:
mosquitto_sub -t Iqrf/DpaRequest

Tum JSON DPA RAW Yanitlarini Dinle
mosquitto_sub -t Iqrf/DpaResponse

Mevcut iletisimi gézlemlemek igin komutu terminale yerlestirin.

ubilinux@ubilinuxd:~/iot-starter-kit/install$ mosquitto sub -t Igrf/DpaRequest
{"ctype":"dpa","type":"raw","request":"01,00,5.01.ff.ff.ff. ff. ff.ff","timeout

2.9 Daha fazla ornek kontrol edin
cd /home/ubilinux

git clone https://github.com/igrfsdk/igrf-daemon-examples.git

cd iqrf-daemon-examples

2.10 Ozet

ctype":"dpa", "type":"raw", "request":"01.00.5.01.ff. ff.ff.ff.ff.ff","timeout

11000}
11000}

UP kartindan bir IQRF Gateway yaptik. IQRF aginizi UP kartindan kontrol edebildiginizden emin olun - 8. Bélime bakin.
Bu ag gegidini Microsoft Azure, IBM Cloud Platform, Amazon Web Hizmetleri veya baska herhangi bir bulut sistemine

baglayabilirsiniz. Nasil yapilacagini asagidaki bolimde bulabilirsiniz. _
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UP-IQRF loT Baslangig Kiti — 3. Kisim:

Bulut sistemine baglanma—AWS loT

loT Baslangig Kiti, ¢ift yonli MQTT kanali tGzerinden farkl bulutlara baglanabilecek sekilde tasarlanmistir. Boylece, bir
bulutta veri toplayabilir, saklayabilir, isleyebilir ve gorsellestirebilir veya komutlarinizi uzaktan IQRF agina
gonderebilirsiniz. Bu bolimde UP kartini Amazon Web Services (AWS) ile MQTT kanali Gizerinden iletisim kuracak
sekilde yapilandiracagiz.

3.1 Yerel ag

UP kartinizi yerel aginiza baglayin, boylece DHCP kullanarak bir IP adresi alabilir. Asagidaki adimlarda, bu adresi
bilgisayarinizdaki web tarayiciniza (UP kartiyla ayni yerel agda olan) girecek ve ag gecidinizi IQRF Daemon Web
uygulamasi aracihigiyla yapilandiracaksiniz.

| ne
06~Hes 0240

UiTSFiSH

"&. USKS) %.'
AN
«‘-“ Dé‘.c‘“@‘e.
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3.2 Amazon Web Services hesabi.
ilk 6nce bir Amazon Web Servisleri hesabi olusturun (aws.amazon.com). Kisisel veya sirket bilgilerinizi girmeli ve kredi
karti bilgilerinizi eklemelisiniz. Kredi kartiniz, secilen hizmetlerin sinirlarini asmaniz durumunda 6demelerde

kullanilacak.

Pricing Getting Started Documentation Software Support Customens Partners More ~ My Account =

Start Building on AWS Today riscsiol

) e ower, datat

aws ()|
e Amazon Web Services Sign Up
Create a new AWS Account

AWS account name

AWS Accounts Include
Cvialion pidisiost 12 Months of Free Tier Access

Including use of Amazon EC2,

Amazon 83, and Amazon DynamoDB

Sgn 9 %0 an exutng AWS accoust VISt vl amason comnired 1o Tull offer tarms
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3.3 Baglantiyi kurma

AWS ile UP kartiniz arasindaki baglantiyi kurmak icin her iki tarafta da bazi yapilandirma ayarlari yapmaniz gerekir.

Hizmetlerde (Services), AWS'nin Internet of Things (Nesnelerin interneti) bélimiinde AWS loT’yi bulun.

Not: AWS ortami, kisisellestirmeler nedeniyle degisebilir ve farkli gériinebilir. Bu kilavuz Mart 2018’in durumunu gésterir.
MQTT baglantisini yapilandirmak igin uygun 6geleri aramaniz gerekir.

I Services Resource Groups *

AWS services
|

v Recently visited services

8] AWS loT

v All services

[~; Compute
EC2
EC2 Comainer Service
Lightsall 7
Elashc Beanstalik
| ambxia

0.

Bilng

‘ Click on AWS loT
; Q. A -
Developer Tools &IA /Internet of Things
CoodeStar
CoseCommat o OIeengrass
CooeBuild
CodeDeploy

3 £ 3 Contact Center
CosePinelinge A

Onboard boliminde Get started (Baslangig) kismina tiklayin. Cihazinizi kaydedecek, baglanti kitini indirecek ve
cihazinizla baglantiyi yapilandirip test edeceksiniz.

() J// \
},-/ Select the
& Onboard <
: @®) ,
section | 8 o g
\ J ‘\;‘L"«‘;_:”) Ef
\ &

Configuring a device

e — :
( Connect a device or your computer to AWS
Click on loT using the connection wizard for AWS loT
Get started Device SDKs.

~
~

=T
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AWS loT'ye nasil baglanacaginizi ayarlayin. Linux isletim sistemini ve Node.js'yi AWS loT Cihazi SDK olarak segin.

How are you connecting to AWS loT?

Select the platform and SDK that best suits how you are connecting to A'

Choose a platform

Windows >

Choose a AWS loT Device SDK

Bagli cihazinizin ismini girin.

Not: Kendi isminizi kendiniz belirleyebilirsiniz. Bu durumda daha sonraki adimlarda verdiginiz ismi kullanmaniz
gerekecektir.

Register a thing

STEP 1/3

A thing is the representation and record of your physical device in the cloud. Any physical Choose an existing thing instead?
device needs a thing to work with AWS loT. Creating a thing will also create a thing shadow.

p—
IQRF_Gateway]

Name your
device

Show optional configuration (this can be done later) ~

Ba(k
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Sertifika ve anahtarlari (Glvenli bir MQTT baglantisi i¢in) almak icin baglanti kitini indirin.

Download a connection kit

STEP 2/3

The following AWS loT resources will be created:
A thing in the AWS loT registry IQRF_Gateway

A policy to send and receive messages  IQRF_Gateway-Policy Preview policy

The connection kit contains:

A certificate and private key IQRF_Gateway.cert.pem, IQRF_Gateway.private.key
AWS loT Device SDK Node.js SDK
A script to send and receive messages start.sh

Before your device can connect and publish messages, you will need to download the connection kit.

Download connection kit fp

| Linux/0SX |

Download
connection kit

Bu dosyayi kaydedin ve agin. Daha sonrasi igin sertifikayl ve anahtarlari saklayin.

2 X
< S > > iot-starter-kit > aws v O el
= @
- v
File name | connect_device_package.zip VI
Save | | Cancel |
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islemi kaydettikten sonra, belgelere gidin.

-9

. o Learn more
2 Received messages from the device
{
Want to learn more about the components of AWS loT?
Try the interactive overview

Explore other parts of AWS loT

See all of your things

,,,_r:.,}g _ Learn about policies
s

AJ/J Go to the
Dive into the documentation k documentation
J L

& &

Burada, download root CA (kdk CA dizesini indirin) kismini bulun. Bulabileceginizden emin olmak i¢in Entire Site (TUm site)
kismini segin.

= Menu dWs

\/—7

AWS loT Q

Developer Guide In the entire

site look up the
Downolad root CA

Eniesie L2 P
2 | I

£ What Is AWS 1oT?
_) How AWS loT Works

Getting Started with AWS loT
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Arama sonuglarinda, Using the AWS loT Embedded C SDK (AWS IoT Gomill C SDK'y1 kullanma) makalesini bulun.

Arama sonucundaki kayitlar sayisi sayfa sinirini asabilir, bu ylzden daha fazla sayfa incelemek durumunda kalabilirsiniz.
== hitp://docs.aws.amazon.com/iot/latest/developerguide/verity-pub-sub.html | Documentation

AWS Documentation &gt; AWS IoT &gt; Developer Guide &gt; Quickstart for AWS IoT

D Upgrade Client Software to 5.4 - AWS CloudHSM

http://docs.aws.amazon.com/cloudhsm/latest/userguide/client-5_4.html | Documentation

Learn how to upgrade the Luna SA client software to version 5.4.

\

D AWS Greengrass Security - AWS Greengrass

http://docs.aws.amazon.com/greengrass/latest/developerguide/gg-sec.html | Docu

AWS Greengrass Security

Find
Using the AWS loT Embedded C SDK

//L /
1
Using the AWS IoT Embedded C SDK - AWS IoT
=1 http://docs.aws.amazon.com/iot/latest/Beveloperguide/iot-ambedded-c-sdk.html | Documentation
Download the AWS IoT Device SDK for C from the following GitHub respository: Before you can use the AWS
IoT Embedded C SDK, you must download all required third-party libraries from GitHub.

l"j Setting Up an AWS Greengrass Core Device - AWS Greengrass

httn. //drre swe amavan raminrcannrsccllstactidavalnnarniidalnn-cabin hitml | Naromantatinn

Burada kok sertifikasini (root certificate) bulabilirsiniz.

Using the AWS loT Embedded C SDK

Set Up the Runtime Environment for the AWS loT Embedded C SDK
1. Download the AWS loT Device SDK for C from the following GitHub respository:
git clone https://github.com/aws/aws-iot-device-sdk-embedded-C.git -b release

2. Before you can use the AWS loT Embedded C SDK, you must download all required third-party libraries from GitHub. You can f
devicesSDK/external_libs folder.

Sample App Configuration Root CA certificate

The AWS loT Embedded C SDK includes sample apps for you to try. For simplicity, we arg g to run subscribe_publish_sample,
1. Copy your certificate, private key and root CA certificate into the devicesDr/g«fts directory.

If you did not get a copy of the root CA certificate, you can download
deviceSDK/certs directory.

opy the root CA text from the browser, paste it ir
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Dizgiyi bir metin dosyasina kopyalayin ve rootCA.pem olarak bilgisayarinizdaki diger sertifikalarin dizinine kaydedin.

Not: Kendinize gore bir isim segebilirsiniz. Bu durumda daha sonraki adimlarda, verdiginiz adi kullanmaniz gerekir.

MIIEOzCCATugAwWIBAQIQGNrRniZS6LtKIViNzGs75iANBgkghkiGOSwOBAQUFADCE
vIELMAKGALUEBNMCVVMxFzAVBgNVBAOTD1Z1cmlTaWduLCBIJbmMuMREwHQYDVQQL
ExZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTowCAYDVQQLEZEoYykgMjAwWNiBWZXJp
U21nbiwgSprr=termi——inbaun-23JpenVkIHVZZ SBvbmx SMUUWQWYDVQQDE zxW
ZXJpU21 BQ: XVO

aG9yaXRs Save the string Awl | | IQRF_Gateway.cert.pem 4EL
RENEAL 308 W The do 21 @) IQRF_Gateway.privatek EZN
zXJpu21ink the directory with other o T = ay-P = & 121n
biwgSWS3 certificates #] IQRF_Gateway.public.key 'XJp
U21nbiBD jx;l\c\ "] rootCA.pem GOy
aXRSICOQRZUWGGEIMAOGCSQGSIDIDRER; .5 oo\ ™ol
nmAMqudLO07cfLwSRRy7R+D+KQLSVwij. bex

t0uz/09+B1l£fs70PbZmIVYcogDaTY3vigw2IIPVQT60nKWVSFJuUrjxufé/Whkcliz
SdhDYZ2pSSO9KP6HBRTAGJaXvHCcPaz3BJ023tdS1bT1r8VAeGwoKI18g8ckmcYSEQG
BO+QueQASNOGtRN/ArrOP07gi+831+20162zy9vA9r911kTMZHRXAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiuST6CUVAgMBAAG]IgbIwgaSwDwYDVROTAQH/BAUWAWEB/zZAOBgNVHQSBALSE
BAMCAQYwWbQYIKwYBBQUHAQWEYTIBLfoV2gWzBZMFcwVRYJaWlhZ2UvZ21ImMCEwHZAH
BgUrDgMCGgQUj +XTGoasjYSrw8+AatRIGCx7GS4wJRYjaHROcDovL2ZxvZ28udmVy
aXNpZ24u¥Y29tL3ZzbGo9nbySnaWYwHQYDVROOBBYEFH/TZafC3ey78DAJSOMS+gKv
MzEzMAOGCSgGSIb3DQEBBQUAA4IBAQCTIJEOWX2LP2BqYL2z3q3JktvXE2pXkiC0zE
pPE6B4EqQliDkVWwZMXnl2YtmAl+X6/WzChl8gGqgCBpH3vnS£JJaCGkgDdk+bW48DWT7Y
SgaRQBiS+MHt39tBquCWIMNNZBU4gcmU7gREKQsTb47bDNO1Atukix1EOKFEBWI1K
WE9gynéCagsCqiUXObXbf+eEZSqVir2G316BFoMtEMze/aiCKmOoHWOLXOXnGiYZ
4fQRbxC11£fznQgUy286dUV40tpéF0lvvpX1FQHKOtwSrDgb7MzVIcbidJ4vEZVEN
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNg

Bir cihazin konfiglrasyon islemi bittikten sonra basariyla baglanti kuruldu (Connected successfully) mesaiji
otomatik olarak gosterilir. Sonra, bitti'yi (done) tiklayin.

Connected successfully

A device was connected to AWS loT by performing some tasks in AWS joT and on the device

© Registered a thing to represent a device in AWS loT R
i‘ E:I'o Set up security for the device using a certificate and policy e
i i

° Learn more

Used a device SDK to connect a device to AWS loT

o Loor mere

) Received messages from the device

et Click Done
Want to learm moce sbout the components of AWS loT?
Try the interactive overview
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Ayarlar'da (Settings), endpoint'in (bitis noktanizin) adini not edin, ¢linki UP karti yapilandirmasi igin ihtiyaciniz olacak.

aws

Services ~

@ AWS lo1

\

@)

P

{8} settings

)

\

Click Settings J

Resource Groups ~ *

Settings

ENABLED

Custom endpoint

This Is your custom endpoint that allows you to connect to AWS loT, Each of your Things has a REST API avaltable at this endpoint. This is alsc

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

f N
Endpoint .
) Note the name of Endpoint
2243063 weth60 10t eu-central-l lﬂll?)‘l com -r]_\_ E>,
DISABLED
Logs

You can enable AWS loT to log helpful information to ClosdWatch Logs. As messages from your devices pass through the message broker ark
View all Cloudwatch Logs

Role

Level of verbosity
DISABLED

RootCA.pem (root sertifikasi), IQRF_Gateway.private.key (6zel anahtar dosyasi) ve IQRF_Gateway.cert.pem (sertifika
dosyasi) dosyalari 6nceden agiimis olmalidir. Onlari UP kartina IQRF Gateway Daemon web uygulamasi ile transfer

edecegiz..

Bilgisayarinizdaki web tarayicisinda, UP kartinizin IP adresini girin ve "igrf" sifresiyle admin olarak oturum
acin. Ag yoneticinize IP adresinizi nasil bulacaginizi sorun ya da ortak ag araclarini kullanabilirsiniz. IQRF

Gateway Daemon web uygulamasinda, Clouds (Bulutlar) menistindeki Amazon AWS 6gesine tiklayin.

192.168.2.10/e

IQRF Gateway dashboas atewdy - Squration « ORF Net «  Clouds -

Microsoft Azure

DaShboa rd Inteliments IntehGlue
Gateway
Show information about gateway

Configuration

Ede

ConBguraton

Senice

Control daemon semice

IQRF Net

Control JORF network

Clouds

Control Clowd seraces

Page 47



N
-~ - Erasmus+

Lp!

Endpoint'in (Bitis Noktasi) adini girin (bunu AWS loT'nizin Ayarlari bolimiinde bulabilirsiniz). Root CA sertifikasi olarak

rootCA.pem, Sertifika olarak IQRF_Gateway.cert.pem ve Private key filel (Ozel anahtar dosya) olarak
IQRF_Gateway.private.key secin. Yapilandirmayi kaydedin.

Not: Sanal cihazinizi AWS’de farkh bir adla adlandirdiysaniz, dosya adlari IQRF_Gateway yerine bu adi igerir.

Add new MQTT interface

Endpoint

a24asob3Iwelbb0 ot eu-central-1. amazonaws, com

Y

Root CA certificate _—  Select rootCA.pem file

ce_packagfirooich pem | Proehazet. :

Certificate ~ -
IQRF_GEiE'I rav.cert.peml _D,J Select IQRF_Gateway.cert.pem

S - certficate file

Private key ) .
IRF_Gateway private key| Fve, Select IQRF_Gateway.private.key
’-“.] - private key file

Save

Yeni MQTT arayiziini AWS icin inceleyin.

MQTT interface

( Edit the MQTT interface for AWS ‘

Name Broker Client 1D TL#( _Bled Edt  Remove
| A=
MgitMessaging ! cp/i127.0.0.1.1883 Local-app A VAR 7 x
l MqitMessaging2 IQRF-GW-test v v ' x I

Add
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Endpoint (Bitis noktasi) adresi, SSL protokolliinden sonra gelir ve Broker adresinin sonunda 8883 port numarasi vardir.

Igrf/DpaRequest komutlarin(command) konusu olarak ayarlanmistir, lqgrf/DpaResponse ise yanitlarin(responses) konusu
olarak ayarlanmistir.

Edit MQTT interface

=1
MgtiMessaging2 I S Name of the MQTT interface
—

] Enabled

Broker address __."-

551 JaZ4aso6Iwelbs0 ol eu-central-1 amazonaws Lultb% 7 Endpﬂil‘lt name and pl.'.ll't
LN .,

Client ID

.-"-‘I
| 1 ClientID

IQRF-G\W-test

Persistence

QoS

03 1 - Al keast once

Topic for requests -

—
IgriDpaRequest —
e I'C | Commands

Topic for responses

" e L
igri't ez LT =i
| el I | Responses

User \

Passwaord

= Enable TLS
Keep alive interval

20

Not: Dosyalariniz ve endpoint'in (bitis noktasinin) adi resimlerde gésterilen adlardan farkli olabilir.
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Zaman agimi (timeout), minimum ve maksimum baglanti ayarlari ve ag gecidi ile bulut arasinda gtivenli bir baglanti

kuran yukli dosyalara erisim adresleri vardir. Enable server certificate authentication (Sunucu sertifikasi kimlik
dogrulamasini etkinlestir) 6gesini segili konuma getirin.

Connect timeout

5

Min reconnect

1

Max reconnect

B4

Trust store

—

- -{.-
I fetchigri-dasmon/cens 2018-02-08T17:18:08+0100@ws-ca.cr I' : —l path to uploaded rootCA.pem file

-

Ky store )

- -"f- ) )
l felc/igrl-daemon/cens/2018-02-08T17:18:08+0100-aws.crt |"'_ | path to uploaded IQRF_Gateway.cert.pem ﬁlE]
\-_

Private key

——

I Ietcfigr-dacmon/cens 201 8-02-08T17: 18:08+0100-aws kiy I— = L path to uploaded IQRF_Gateway.private.key file ]

Private key password
Enabled cipher suites

kA Enable server certificate authentication

IQRF Gateway Daemon'u yeniden baslatin. Yeniden baslattiktan sonra, segilen servisler g¢alisiyorsa UP kartinin durumunu
kontrol edin.

IQRF Gateway Dashboard Gateway - Configuration = IQRF Net = Clouds -

Service

Start
Start IQRF Daemon Sernice

Stop
Stop IQRF Daamon service

Restar == Restart the service
Restart IRRF Daemon service b ’

Status
Get status of IGRF Daemon service
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3.4 Baglantinin test edilmesi

Bilgisayarinizdaki web tarayicisinda, AWS loT'de, Test Et'e (Test) tiklayin. Ag gecidi yanitlarini almak icin Response
topic (Yanit konusu) kismina Igrf / Dpa Response girin ve Subscribe to the topic (Konuya abone ol) kismina tiklayin.

Regourcs Groupi *

& aws o1 MQTT client @

(@
b= Sadrariptiom
s
Ly

O =
e B N g Subscribe

Publith to 8 toplc Derwices publih MOTT messages on topics. You can use thés client bo whscribe o 2 topic and recelve thess mevages.

Sl rpioe Lopic

th - _ II [ — I—"iL_ Insert the topic for responses J b4 |
‘--L Click Test and then Subscribe to a topi ]

C )
Mz iiiags captuny (1)

Buluttan ag gecidine komutlar gondermek icin lqrf / DpaRequest'i istekler icin konu olarak ayarlayin. Ag Gegidi bu
konuda komutlar bekleyecek.

Iqrf/DpaResponse

Subscribe to a topic _
Publish Insert the topic for requests
I Publish to a topic I Specify a topic and a messa/ /Ablish with a QoS of 0.
Iqrf/DpaRequest 1
I Iqrf/DpaResponse x

Metin kutusuna JSON formatinda bir DPA paketi yerlestirin ve Publish to topic (Konuya yayinla)'yi tiklayin.
Ornegimizde, koordinatérdeki kirmizi LED'i agmak icin bir komut génderdik..

{
"Ctype": Ildpall’

"type": "raw",
"msgid": "1510754980",
"request": "00.00.06.01.FF.FF",

"request_ts": "",

"confirmation": "",

"confirmation_ts": "",

"response": "",
"response_ts": ""

“Request” 6gesine ag kontroll ve izlemesi icin baska DPA komutlari ekleyebilirsiniz. Bu komutlari loT Starter Kit'in
makrolarinda bulabilir veya IQRF IDE'deki Terminal penceresinde ayarlayabilirsiniz.
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Ornekler:

= Bagl DDS-SE kiti ile tim sensorik verilerin Digliim (Node) # 1'den toplanmasi:
{"ctype": "dpa","type": "raw","msgid": "1510754980","request": "01.00.5E.01.FF.FF.FF.FF.FF.FF","request_ts":
"" "confirmation": "","confirmation_ts": "","response": "","response_ts": ""}

= Bagli DDC-RE kiti ile DUglim (Node) # 2'deki her iki rélenin de agilmasi:
{"ctype": "dpa","type": "raw","msgid": "1510754980","request":
"02.00.4B.00.FF.FF.0C.00.00.00.01.01","request_ts": "","confirmation": "","confirmation_ts": "","response":
"" "response_ts": ""}

= Digum (Node) # 3'ten sicaklik degerleri alma:

{"ctype": "dpa","type": "raw","msgid": "1510754980","request": "03.00.0A.00.FF.FF","request_ts":

,"confirmation": "","confirmation_ts": "","response": "","response_ts": ""}
Makrolar ve IQRF agi hakkinda daha fazla bilgi igin: loT Starter Kit — Part 1: Build your IQRF network.

Ag gecidinin komutu alip yerine getirdigini ve lqrf / DpaResponse konusuna "Hata Yok" bildirimi gonderdigini gorebiliriz.

Pulslish
Spacify a topic and a message to publish with 2 QoS of O

=—

DPA command in J50N format -

Export H
iqrf/ DpaResponse Mo 21, 2017 B:30:52 &M +0100 sl

~

Response

-

Bu komutun sonucunu kirmizi LED'in yanip yanmamasina gore de kontrol edebiliriz. Kirmizi LED'in yaniyor olmasi
gerekmektedir.
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3.5 Ozet

IQRF ag1 ile Amazon internet Servisleri arasindaki ¢ift yonlii iletisim aktif ve calisir durumda. Bunu kendi loT ¢éziimiiniiz
icin kullanmak tamamen size kalmis. Sonraki boliimlerde, endistriyel ortaklarimizin (CO2 sensori, kablosuz olarak kontrol
edilen priz vb.) diger sensorleri ve aktiatoérlerini nasil ekleyeceginizi gésterecegiz.

I IQRF alici-vericileri'nin fabrika ayarlari su sekildedir: TX glicli: 7, RX filtresi: O, RF kanali A: 52. Bu ayarlar sayesinde (TX
giicl, RX filtresi), acik alanda, kablosuz IQRF sinyaliyle 500 m yaricapindaki bir alani kapsayabilirsiniz.
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